Lab 1: Filebeat

1: install filebeat, if it is already there remove

dpkg —purge filebeat

Make sure delete Jetc/filebeat, /usr/share/filebeat and /var/lib/filebeat
2: Go to /etc/filebeat/filebeat.yml and open in editor

Do following changes.

filebeat.inputs:

type: log

enabled:

paths:
/root/apsit_workshop/APSIT_Workshop/datasets/apache/access.log




setup.dashboards.enabled:

setup.kibana:

butput . elasticsearch:

save the changes
3: start the filbeat service
service filebeat start

4: Go to kibana and check Index pattern and it should appear filebat-* .
Select the same and create the index



5: Go to discover and observe the logs
Total documents are 300,000

Lab 2: Logstash :
1: Install logstash

dpkg —i Logstash

2: go to /etc/Logstash/conf.d and create the access log filter module.

Copy and past the given access_log_1.conf file in conf.d folder

3: Test the given file for configuration OK.

root@APSIT-ELK-Trai... 31 X root@APSIT-ELK-Tra... 382
root@APSIT-ELK-Training:/etc/logstash# /usr/share/logstash/bin/logstash -f conf.d/access_log_1.conf -tD

4: Now run the given file

root@APSIT-ELK-Trai... 361 X root@APSIT-ELK-Tra... 32

root@APSIT-ELK-Training:/etc/logstash# /usr/share/logstash/bin/logstash -f conf.d/access_log_1.conf D




5: Go to Kibana and Create the Index pattern Logstash-*

6: Now go to discover page and select the Logstash index and check the data, it should show
approx. ~300,000 documents ( check the date 2 years ).

7: Load the dashboard template into kibana

X root@APSIT-ELK-Trai... 31 X root@APSIT-ELK-Tra... 362
root@APSIT-ELK-Training:~/apsit_workshop/APSIT_Workshop/datasets/kibana# curl -i "http://localhost:5601/api/kibana/dashboards/import" -H 'Content-type:
application/json' -H 'kbn-xsrf:true' -d @apache_dashboar‘d.jsorﬂ

8: Now go to Dashboard and slect Apache Access log and observe the dashboard.
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